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(567)  Disclosed herein is a content wallet device. The
content wallet device to which a storage device storing
a content is connected may include: a communication
unitfor communication between the content wallet device
and a user terminal device; an encryption unit generating
encryption data including a user ID and a password for
authentication between the content wallet device and the |
user terminal device; a switch unit controlling an electrical r.-.i___ﬂ ~100
connection between the storage device and the commu- ‘
nication unit; and a reset unit initializing the generated
password when the electrical connection between the
storage device and the communication unit is released
by the switch unit. Accordingly, when a user sells a con-
tent, the user and a purchaser may directly sell and pur-
chase the content, respectively, without transferring au-
thority to a central management system, and by gener-
ating a new password whenever the user authenticates
ownership of the content, a third party hacking may be
prevented to prevent illegal leakage of the content. <
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Description
[Technical Field]

[0001] The presentdisclosure relates to a content wal-
let device and a system using the same, and more par-
ticularly, to a content wallet device in which security of
content information is enhanced by newly generating a
password required for self-sovereign identity authentica-
tion, and a system using the same.

[Background Art]

[0002] Itis common for private business operators who
want to operate an online platform to operate their busi-
nesses by entrusting an operator who operates a cen-
tralized database with data management regarding per-
sonal information required for membership registration
and platform use history, and the right to use the corre-
sponding information.

[0003] In a case where a private online platform oper-
ated with the centralized database as such is hacked by
a third party, there is a problem that data of other users
who use the private online platform in common may be
easily leaked.

[0004] In addition, when private business operators
who want to operate a personal online platform use the
private online platform, they should not only pay a high
fee for use of the private online platform, but may also
quickly cope with a problem occurring in personal data
management.

[Disclosure]
[Technical Problem]

[0005] An object of the present disclosure is to provide
to a content wallet device capable of allowing a user to
directly transmit a content stored in a storage device to
a purchaser who wants to purchase the content without
the intervention of a central management server and en-
hancing security by generating a new password when-
ever user authentication is required so that hacking or
leakage does not easily occur, and a system using the
same.

[Technical Solution]

[0006] Accordingto an embodiment of the present dis-
closure, a content wallet device to which a storage device
storing a content is connected may include: a communi-
cation unit for communication between the content wallet
device and a user terminal device; an encryption unit
generating encryption data including a user ID and a
password for authentication between the content wallet
device and the user terminal device; a switch unit con-
trolling an electrical connection between the storage de-
vice and the communication unit; and a reset unit initial-
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izing the generated password when the electrical con-
nection between the storage device and the communi-
cation unit is released by the switch unit.

[0007] In this case, when the storage device and the
communication unit are electrically connected to each
other by the switch unit, the encryption unit may generate
a first random password, when the electrical connection
between the storage device and the communication unit
is released by the switch unit, the reset unit may initialize
the first random password, and when the storage device
and the communication unit are electrically connected to
each other again by the switch unit, the encryption unit
may generate a second random password.

[0008] In addition, when the storage device and the
communication unit are electrically connected to each
other by the switch unit, the communication unit may
transmit a signal for blocking a network of the user ter-
minal device to the user terminal device.

[0009] Here, when the network of the user terminal de-
vice is blocked, the authentication may be performed be-
tween the content wallet device and the user terminal
device through the encryption data generated by the en-
cryption unit.

[0010] Furthermore, the encryption unit may encrypt
the content and transmit the encrypted content to the
communication unit, when the storage device and the
communication unit are electrically connected to each
other by the switch unit.

[0011] In addition, the encryption unit may insert an
identification code unique to a user into the content.
[0012] According to another embodiment of the
presentdisclosure, asystem may include a contentwallet
device and a user terminal device, wherein the content
wallet device transmits encryption data including a user
ID and a password to the user terminal device for au-
thentication between the content wallet device and the
user terminal device, and the user terminal device per-
forms the authentication between the content wallet de-
vice and the user terminal device when a password input
according to a user’s manipulation is matched with the
transmitted password.

[0013] Here, the content wallet device may randomly
generate and transmit a password for the authentication
whenever the authentication between the content wallet
device and the user terminal device is performed.
[0014] Inaddition, the content wallet device may trans-
mit a signal for blocking a network of the user terminal
device to the user terminal device when the storage de-
vice and the content wallet device are electrically con-
nected to each other, and the user terminal device may
block the network when a user's manipulation corre-
sponding to the transmitted signal is input.

[Advantageous Effects]
[0015] Assetforth above, according to various embod-

iment of the present disclosure, when a user sells a con-
tent, the user and a purchaser may directly sell and pur-
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chase the content, respectively, without transferring au-
thority to a central management system, and by gener-
ating a new password whenever the user authenticates
ownership of the content, a third party hacking may be
prevented to prevent illegal leakage of the content.

[Description of Drawings]
[0016]

FIG. 1 is a block diagram illustrating a configuration
of a content wallet device according to an embodi-
ment of the present disclosure.

FIG. 2 is a block diagram illustrating a configuration
of a content wallet device according to another em-
bodiment of the present disclosure.

FIGS. 3A and 3B are cross-sectional views for de-
scribing the content wallet deviceillustratedin FIG. 2.
FIG. 4 is a view for describing a state in which a
content wallet device is embedded in a user terminal
device according to another embodiment of the
present disclosure.

FIG. 5is aview for describing a state in which various
storage devices are connected to a content wallet
device according to another embodiment of the
present disclosure.

FIG. 6 is a diagram for describing a system using a
content wallet device according to an embodiment
of the present disclosure.

FIG. 7 is a flowchart for describing a flow of the sys-
tem using a content walletdevice illustrated in FIG. 6.
FIG. 8 is a diagram for describing a system using a
content wallet device according to another embodi-
ment of the present disclosure.

[Best Mode for Invention]

[0017] Hereinafter, the present disclosure will be de-
scribed in more detail with reference to the accompany-
ing drawings. In addition, in describing the present dis-
closure, when it is decided that a detailed description for
known functions or configurations related to the present
disclosure may obscure the gist of the presentdisclosure,
the detailed description therefor will be omitted. Further,
terms to be described later are defined in consideration
of functions in the present disclosure and may be
changed depending on the intention or relationship of
users and operators. Therefore, these terms should be
defined based on contents throughout the present spec-
ification.

[0018] A storage device 300 according to the present
disclosure may be an independent storage device includ-
ing a storage function, such as an external hard drive, a
universal serial bus (USB), a compact disk (CD), or a
memory card capable of storing a content, and it will here-
inafter be described that the storage device is a memory
card (hereinafter, denoted by 300 which is a reference
numeral of the storage device), but the storage device is
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not limited thereto.

[0019] FIG. 1 is a block diagram illustrating a configu-
ration of a content wallet device according to an embod-
iment of the present disclosure.

[0020] Referring to FIG. 1, the content wallet device
100 may be connected to a memory card 300 in which a
content is stored, and may transmit the content stored in
the memory card 300 to a user terminal device 200.
[0021] In this case, the user terminal device 200 may
be a mobile terminal device, but may be other electronic
devices capable of performing electrical communication,
such as a tablet personal computer (PC), a personal dig-
ital assistant (PDA), a wearable device, a laptop compu-
ter, a desktop PC, and a digital camera.

[0022] In addition, the content wallet device 100 may
include acommunication unit 110, an encryption unit 120,
a switch unit 130, a storage unit 140, and a reset unit 150
in order to transmit the content.

[0023] The communication unit 110 enables commu-
nication between the content wallet device 100 and the
user terminal device 200, and communication may be
performed through a direct connection in a wired manner
or an indirect connection in a wireless manner within a
predetermined range.

[0024] For example, in a connection between the user
terminal device 200 and the content wallet device 100 in
the wired manner, a manner of connecting the content
wallet device 100 to a charging terminal generally used
in the user terminal device 200 may be used. In addition,
the user terminal device 200 and the content wallet de-
vice 100 may be directly connected to each other using
a manner of connecting the content wallet device 100 to
a terminal into which an external hard drive, a USB, an
earphone, or the like, is inserted.

[0025] Inthe connection in the wireless manner, when
the content wallet device 100 and the user terminal de-
vice 200 are positioned within a predetermined range,
the content wallet device 100 and the user terminal de-
vice 200 may be indirectly connected to each other using
near field communication (NFC), radio frequency identi-
fication (RFID), Bluetooth, infrared communication, and
the like.

[0026] The content wallet device 100 and the user ter-
minal device 200 are connected to each other by the
communication unit 110 as such, such that the content
stored in the memory card 300 inserted into the content
wallet device 100 may be moved to the user terminal
device 200, and a password randomly generated for au-
thentication in the content wallet device 100 may be
moved to the user terminal device 200.

[0027] Moreover, the communication unit 110 may
transmit a signal for blocking a network of the user ter-
minal device 200 to the user terminal device 200, which
will be described in detail below.

[0028] The encryption unit 120 may generate encryp-
tion data including a user identification (ID) and a pass-
word (pass-code) for authentication between the content
wallet device 100 and the user terminal device 200.
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[0029] Specifically, the encryption unit 120 may gen-
erate the encryption data when the memory card 300 and
the communication unit 110 are electrically connected to
each other.

[0030] TheuserID included in the encryption data may
be a user authentication ID stored in the storage unit 140,
and may be, for example, an identity authentication ID
by a decentralized identity (DID).

[0031] The DID is a self-sovereign identity verification
technology based on a decentralized storage system,
and the decentralized storage system is a method that
does not delegate ownership of information that may
identify an identity of an individual to a centralized system
such as a specific institution or company and separately
stores and manages information required for identity ver-
ification by end members of a network.

[0032] In other words, the self-sovereign identity veri-
fication technology is a mannerin which individuals prove
their sovereignty over identity verification information.
[0033] The encryption unit 120 may generate the DID
as the encryption data together with a password by in-
voking the DID from the storage unit 140.

[0034] In addition, the password included in the gen-
erated encryption data may be a password generated by
mixing numbers, letters, symbols, or the like, with each
other or generated by using a number of times of a touch,
a pattern, a touch area designation, or the like.

[0035] Forexample, whenthe numberofinputable dig-
its of the generated password is 10, in a case where the
user terminal device is a desktop PC, the password may
be generated by mixing only numbers from 0 to 9 among
numbers, letters, or symbols with each other or be gen-
erated by mixing Korean, English, and symbols written
together with numbers above the numbers included in a
typewriter with each other.

[0036] In addition, the password may be generated in
the form of a pattern using a straight line or a curved line
from the content wallet device to a screen of the desktop
PC.

[0037] Furthermore, the encryption unit 120 may en-
crypt the content stored in the memory card 300 before
the content is transmitted to the user terminal device 200,
and transmit the encrypted content to the communication
unit 110. This is that the encryption unit 120 encrypts the
content when the memory card 300 and the communi-
cation unit 110 are electrically connected to each other
by the switch unit 130.

[0038] For example, the encryption unit 120 may en-
crypt the content in an analog manner using a pre-stored
mechanism or encrypt the content in a digital manner
using a pre-stored logical algorithm.

[0039] The encrypted content is encrypted according
to a public key encryption manner or a private key en-
cryption manner, and the encryption unit 120 may also
generate a decryption key and transfer the generated
decryption key to the communication unit 110 so that the
encrypted content may be decrypted again.

[0040] Inaddition, the encryption unit 120 may exclude
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the encryption of the content and insert only an identifi-
cation code unique to a user into the content so as to
identify an original author of the content, in order to sim-
plify a content encryption process.

[0041] For example, the identification code unique to
the user may be formed through a watermark. The wa-
termark is a technology of inserting a mark known only
by the original author of the content, and in a case where
a third party who was unauthorized illegally copies or
distributes the content, the watermark inserted into the
content may be extracted to confirm that the content is
the content of the original author and may be used to
track a path through which the content is copied.
[0042] The switch unit 130 may control an electrical
connection between the memory card 300 and the com-
munication unit 110.

[0043] Forexample, the switch unit 130is a button type
whose position may be physically changed, and may in-
clude a toggle switch, a push button switch, a sliding but-
ton switch, and the like.

[0044] The switch unit 130 whose position may be
physically changed as such may electrically connect the
memory card 300 and the communication unit 110 to
each other by moving in a direction in which the memory
card 300 is inserted into the content wallet device 100
after the memory card 300 is inserted into the content
wallet device 100. Conversely, the switch unit 130 may
release the electrical connection between the memory
card 300 and the communication unit 110 by moving in
an opposite direction to the direction in which the memory
card 300 is inserted into the content wallet device 100.
[0045] However, this is an embodiment for describing
the present disclosure. Therefore, when communication
between the content wallet device 100 and the user ter-
minal device 200 is performed, a manner in which the
memory card 300 and the communication unit 110 are
automatically connected to each other in the content wal-
let device 100 rather than a manner of connecting the
memory card 300 and the communication unit 110 to
each other by physically adjusting the position of the
switch unit 130 may be implemented.

[0046] In addition, when the memory card 300 and the
communication unit 110 are electrically connected to
each other by the switch unit 130, the communication
unit 110 may transmit the signal for blocking the network
of the user terminal device 200 to the user terminal device
200.

[0047] In acase where the user terminal device 200 is
a mobile terminal device, the communication unit 110
may transmit a message asking whether or not to switch
amode of the mobile terminal device to an airplane mode
to the mobile terminal device, and it may be selected by
a user’s manipulation whether or not to switch the mode
of the mobile terminal device to the airplane mode.
[0048] Furthermore, when the network of the user ter-
minal device 200 is blocked, authentication may be per-
formed between the content wallet device 100 and the
user terminal device 200 through the encryption data in-
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cluding the user ID and the password, generated by the
encryption unit 120.

[0049] Continuing to describe the mobile terminal de-
vice as an example, in a case where the switch of the
mode of the mobile terminal device to the airplane mode
is selected by the user, the network of the mobile terminal
device may be blocked, and the encryption data gener-
ated by the encryption unit 120 may be transmitted to the
mobile terminal device.

[0050] In this case, the user inputs the password in-
cluded in the transmitted encryption data to the mobile
terminal device, and in a case where the input password
coincides with the password generated by the content
wallet device 100, data regarding copyright identification
information for the stored content may be additionally
recorded in the content wallet device 100.

[0051] In addition, authentication of the user for the
encrypted content is performed by confirming whether or
not the password input to the mobile terminal device by
a user’'s manipulation coincides with the password gen-
erated by the content wallet device 100. As a result, self-
sovereign identity authentication may be performed.
[0052] As described above, in a case where the user
terminal device is the desktop PC, the desktop PC may
receive the password generated by mixing only the num-
bers from 0 to 9 among the numbers, the letters, or the
symbols with each other or the password generated by
mixing Korean, English, and the symbols written together
with the numbers above the numbers included in the type-
writer with each other, and authentication may be per-
formed by inputting a password corresponding to the
password transmitted through the typewriter or other in-
put device.

[0053] In addition, in a case of a pattern password,
authentication may be performed by drawing a transmit-
ted pattern password with a mouse or a touchable screen
of the user terminal device to input the password.
[0054] Here, it may be confirmed in the storage unit
140 included in the content wallet device 100 whether or
not the password transmitted by the encryption unit 120
and the password input by the user through the user ter-
minal device 200 coincide with each other.

[0055] For example, it may be confirmed through a
password authentication module or a password authen-
tication program stored in the storage unit 140 whether
or not the password transmitted by the encryption unit
120 and the password input by the user through the user
terminal device 200 coincide with each other.

[0056] The storage unit 140 may include at least one
of aread only memory (ROM), a random access memory
(RAM), an erasable programmable read only memory
(EPROM), an electrically erasable programmable read
only memory (EEPROM), and a hard disk, and may be
a storage medium including a non-volatile memory ca-
pable of storing data.

[0057] When the password generated in the content
wallet device 100 through the storage unit 140 and the
password input to the user terminal device 200 by the
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user’'s manipulation coincide each other, the user who is
an owner of the user ID may inquire the content stored
in the memory card 300 of the content wallet device 100
authenticated through the user terminal device 200.
[0058] In addition, in a case where it is necessary to
transmit the content to another external terminal device,
the inquired content may be selected and transmitted
from the content wallet device 100 to the user terminal
device 200, and the user terminal device 200 may then
transmit the received content to another external terminal
device.

[0059] Here, in a case where the selected content is
transmitted from the content walletdevice 100 to the user
terminal device 200, the selected content may be en-
crypted and then transmitted.

[0060] Meanwhile, the content wallet device 100 may
include a processor (not illustrated). In this case, the op-
eration of the encryption unit 120 described above may
be performed by the processor (not illustrated). In this
case, the encryption unit 120 may be replaced by the
processor (not illustrated).

[0061] The processor (not illustrated) may read a pro-
gram stored in the password authentication module
stored in the storage unit 140 to calculate whether or not
the generated password and the password input to the
user terminal device 200 by the user’s manipulation co-
incide with each other.

[0062] In addition, the processor (not illustrated) may
read a program stored in a content encryption module
stored in the storage unit 140 to encrypt the content as
described above.

[0063] The reset unit 150 may initialize the generated
password when the electrical connection between the
memory card 300 and the communication unit 110 is re-
leased by the switch unit 130.

[0064] For example, when the memory card 300 is in-
serted into the content wallet device 100 and the switch
unit 130 is moved in the direction in which the memory
card 300 is inserted into the content wallet device 100,
the memory card 300 and the communication unit 110
are electrically connected to each other, such that the
encryption unit 120 may generate a first random pass-
word.

[0065] Thereafter, when the switch unit 130 is moved
inthe opposite direction to the direction in which the mem-
ory card 300 is inserted into the content wallet device
100, the first random password may be initialized by the
reset unit 150 while the electrical connection between
the memory card 300 and the communication unit 110 is
released.

[0066] In this case, the first random password gener-
ated by the encryption unit 120 is stored in the storage
unit 140, and the first random password stored in the
storage unit 140 may be initialized by the reset unit 150
while the electrical connection between the memory card
300 and the communication unit 100 is released by the
switch unit 130.

[0067] When the switch unit 130 is moved again in the
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direction in which the memory card 300 is inserted into
the content wallet device 100, the encryption unit 120
may generate a second random password different from
the initialized first random password while the memory
card 300 and the communication unit 110 are electrically
connected to each other again, and the second random
password may also be stored in the storage unit 140.
[0068] In this way, whenever the content wallet device
100 and the user terminal device 200 are connected to
each other, the encryption unit 120 may randomly gen-
erate a new password, and the previously randomly gen-
erated password may be initialized by the reset unit 150
to prevent a hacking risk by a third party.

[0069] FIG. 2 is a block diagram illustrating a configu-
ration of a content wallet device according to another
embodiment of the present disclosure, and FIGS. 3A and
3B are cross-sectional views for describing the content
wallet device illustrated in FIG. 2.

[0070] Here, the communication unit 110, the encryp-
tion unit 120, the switch unit 130, the storage unit 140,
and the reset unit 150 have already been described, and
a detailed description thereof will thus be omitted.
[0071] Referring to FIG. 2, the content wallet device
100 may further include an input unit 160.

[0072] The input unit 160 is for receiving a user’'s ma-
nipulation, and the password generated by the content
wallet device 100 may be input and generated to the input
unit 160 by the user’s manipulation.

[0073] Inotherwords, as an embodiment, the random-
ly generated password may be randomly generated
through the encryption unit 120 while the memory card
300 and the communication unit 110 are electrically con-
nected to each other by the switch unit 130 illustrated in
FIG. 1, and as another embodiment, the password may
be input and randomly generated by the user’'s manipu-
lation through the input unit 160 illustrated in FIG. 2.
[0074] Since the password is generated by the user’s
manipulation, it will be natural that the password before
being initialized by the reset unit 150 and the password
after being initialized by the reset unit 150 may be the
same as each other.

[0075] In this case, the encryption unit 120 illustrated
in FIG. 2 may encrypt the content stored in the memory
card 300 and generate a decryption key for decrypting
the encrypted content.

[0076] In addition, the encryption unit 120 may gener-
ate an identification code unique to the user so that the
original author of the content may be identified.

[0077] Describing an operation of the content wallet
device 100 with reference to FIGS. 3A and 3B, the mem-
ory card 300 may be inserted into the content wallet de-
vice 100, and the inserted memory card 300 may be con-
nected to the encryption unit 120.

[0078] In this case, when the switch unit 130 is moved
in the direction in which the memory card 300 is inserted
into the content wallet device 100, the encryption unit
120 may generate a user ID by invoking the user ID stored
in the storage unit 140 while the memory card 300 and

10

15

20

25

30

35

40

45

50

55

the communication unit 110 are electrically connected to
each other.

[0079] In addition, a password arbitrarily input by the
user through the input unit 160 may be randomly gener-
ated, and at the same time, be stored in the storage unit
140.

[0080] The password generated through the input unit
160 and the user ID generated through the encryption
unit 120 may be transferred to the communication unit
110.

[0081] The randomly generated password transferred
to the communication unit 110 may be transmitted to the
user terminal device 200, and when the user inputs the
randomly generated password through the user terminal
device 200, the content wallet device 100 receives the
password input by the user through the communication
unit 110, and the storage unit 140 stores the received
password.

[0082] In this way, the storage unit 140 may confirm
whether or not the password randomly generated in the
content wallet device 100 and the password input to the
user terminal device 200 coincide with each other.
[0083] In acase where these passwords coincide with
each other, the user may inquire the content stored in
the memory card 300 through the user terminal device
200. In addition, when the content is to be transmitted to
an external terminal device, the encryption unit 120 may
encrypt the content stored in the memory card 300 and
transfer the encrypted content to the communication unit
110, and the communication unit 110 may transmit the
encrypted contentto the external terminal device through
the user terminal device 200.

[0084] When the switch unit 130 is moved to the op-
posite direction to the direction in which the memory card
300 is inserted into the content wallet device 100, the
password stored in the storage unit 140 may be initialized
by the reset unit 150.

[0085] However, the content wallet device 100 illus-
trated in FIGS. 3A and 3B is an example forimplementing
the present disclosure, and thus, positions of compo-
nents included in the content wallet device 100 may be
changed according to user’s use and convenience.
[0086] FIG. 4 is a view for describing a state in which
a content wallet device is embedded in a user terminal
device according to another embodiment of the present
disclosure.

[0087] Referring to FIG. 4, the content wallet device
100 may be implemented in a form in which it is embed-
ded in the user terminal device 200.

[0088] In this case, communication between the con-
tent wallet device 100 and the user terminal device 200
is performed in a process in which the content wallet de-
vice 100 is inserted into the user terminal device 200,
and when the content wallet device 100 is completely
inserted into the user terminal device 200, the content
wallet device 100 and the user terminal device 200 may
be electrically connected to each other.

[0089] The content wallet device 100 and the user ter-
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minal device 200 are electrically connected to each other,
and at the same time, the content wallet device 100 trans-
mits a message for blocking an external communication
network to the user terminal device 200.

[0090] When the user inputs a selection to block the
external communication network to the user terminal de-
vice 200, the content wallet device 100 may randomly
generate a password, and invoke a user ID stored in the
content wallet device 100 and transmit the user ID to the
user terminal device 200 together with the generated
password.

[0091] In this case, the password transmitted to the
user terminal device 200 is input by the user, and the
content wallet device 100 matches the input password
and the password randomly generated by the content
wallet device 100 with each other to confirm whether or
not the input password and the password randomly gen-
erated by the content wallet device 100 coincide with
each other, encrypts the content stored in the memory
card 300, and transmits the encrypted content to the user
terminal device 200.

[0092] When the transmission ofthe encrypted content
to the user terminal device 200 is completed, the inserted
content wallet device 100 may be separated from the
user terminal device 200 to the outside.

[0093] In this case, the randomly generated password
may be initialized while the content wallet device 100 is
separated from the user terminal device 200.

[0094] As another example in which the content wallet
device 100 is embedded in the user terminal device 200
and is implemented, a switch unit (not illustrated) whose
position may be changed may be included on one surface
of the content wallet device 100 exposed to the outside
without being inserted when the content wallet device
100 is inserted into the user terminal device 200.
[0095] Such a switch unit may be a toggle switch, a
push button switch, a sliding button switch, and the like,
and the electrical connection between the content wallet
device 100 and the user terminal device 200 may be con-
trolled by moving the switch unit.

[0096] FIG. 5 is a view for describing a state in which
various storage devices are connected to a content wallet
device according to another embodiment of the present
disclosure.

[0097] Referring to FIG. 5, the content wallet device
100 may include a plurality of input/output ports, and var-
ious storage devices may be connected to the content
wallet device 100 through the input/output ports.

[0098] In this case, the wallet device 100 including the
plurality of input/output ports may be a docking station
device such as USB or Thunderbolt.

[0099] FIG. 6 is a diagram for describing a system us-
ing a content wallet device according to an embodiment
of the present disclosure.

[0100] Referring to FIG. 6, the system 10 using a con-
tent wallet device may include the content wallet device
100 and the user terminal device 200.

[0101] The contentwallet device 100 may transmit en-
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cryption data including a user ID and a randomly gener-
ated password to the user terminal device 200 for au-
thentication between the content wallet device 100 and
the user terminal device 200.

[0102] The user terminal device 200 may perform the
authentication between the contentwalletdevice 100 and
the user terminal device 200 when a password input ac-
cording to a user's manipulation is matched with the
transmitted password.

[0103] Forexample,the content wallet device 100 may
transmit the randomly generated password to the user
terminal device 200, the user inputs the transmitted pass-
word through the user terminal device 200, and the con-
tent wallet device 100 receiving the input password may
match the input password and the randomly generated
password with each other to confirm whether or not the
input password and the randomly generated password
coincide with each other.

[0104] Here, the randomly generated password may
be newly generated whenever the content wallet device
100 and the user terminal device 200 perform the au-
thentication, and the content wallet device 100 may con-
firm whether or not the newly generated password and
the input password coincide with each other whenever
the authentication is performed.

[0105] When the matched passwords coincide with
each other, the content wallet device 100 may transfer
the content and the user ID to the user terminal device
200, and may directly transmit the encrypted contentand
auser ID together with a decryption key to a user terminal
device 200-1 of another user who wants to purchase the
content.

[0106] In this case, the user terminal device 200 may
perform identity authentication by decentralized identi-
ties (DIDs) by transmitting the user ID transmitted from
the content wallet device 100 to the user terminal device
200-1 of another user.

[0107] Forexample, whenthe userterminal device 200
thatis to supply the content transmits a deactivated user
ID (DID) and the encrypted content transmitted from the
content wallet device 100 to the user terminal device
200-1 of another user, the user terminal device 200-1 of
another user may perform user identity authentication for
acorresponding individual demand to a supplier by trans-
mitting a self-sovereign identity (SSI).

[0108] Tothe contrary, another userinputs a password
randomly generated through his/her content wallet de-
vice 100-1 to the user terminal device 200-1, and may
transmit a content owned by him/her to the user terminal
device 200-1 and directly transmit the content to another
user terminal device 200 when a password transferred
from the content wallet device 100-1 and the password
input by the user of the user terminal device 200-1 coin-
cide with each other.

[0109] A third party hacking and illegal leakage of con-
tents may be prevented by proving that different users
owning the contents are legitimate users through the
passwords randomly generated through the content wal-
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let devices 100 and 100-1 and the user terminal devices
200 and 200-1 and then transmitting the user IDs and
the contents.

[0110] Referring to FIGS. 1 and 6, the system 10 in-
cluding the content wallet device 100 may transmit a sig-
nal for blocking a network of the user terminal device 200
to the user terminal device 200 when the memory card
300 and the content wallet device 100 are electrically
connected to each other, and the user terminal device
200 may block the network when a user’s manipulation
corresponding to the transmitted signal is input.

[0111] In this case, the blocked network may be an
external communication network of the user terminal de-
vice 200, and may include, for example, a local area net-
work (LAN), a metropolitan area network (MAN), and a
wide area network (WAN), and the like.

[0112] Specifically, for example, in a case where the
user terminal device 200 is a mobile terminal device, the
communication unit 110 may transmit a message asking
whether or not to switch a mode of the mobile terminal
device to an airplane mode to the mobile terminal device,
and it may be selected by a user’s manipulation whether
or not to switch the mode of the mobile terminal device
to the airplane mode.

[0113] In this case, when the user selects the switch
of the mode of the mobile terminal device to the airplane
mode, a network, which is an external communication
network of the mobile terminal device, may be blocked,
and only communication between the content wallet de-
vice 100 and the user terminal device 200 may be per-
formed through a direct connection in a wired manner or
an indirect connection in a wireless manner within a pre-
determined range.

[0114] FIG. 7 is a flowchart for describing a flow of the
system using a content wallet device illustrated in FIG. 6.
[0115] Referring to FIG. 7, the system 10 using a con-
tentwallet device may sequentially perform a step (S100)
of inserting the memory card into the content wallet de-
vice, a step (S200) of determining whether or not the
inserted memory card and the contentwallet device have
been connected to each other, a step (S300) of transmit-
ting a signal for blocking a network from the content wallet
device to the user terminal device, a step (S400) of de-
termining whether or not the network of the user terminal
device has been blocked, a step (S500) of transmitting
encryption data from the content wallet device to the user
terminal device, a step (S600) of confirming whether or
not randomly generated passwords between the content
wallet device and the user terminal device coincide with
each other, and a step (S700) of encrypting a content by
the content wallet device and transmitting the encrypted
contentfrom the contentwallet device to the user terminal
device.

[0116] The step (S100) of inserting the memory card
into the content wallet device is a step of inserting the
memory card in which the content is stored into the con-
tent wallet device. Then, the step (S200) of determining
whether or not the inserted memory card and the content
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wallet device have been connected to each other may
be performed.

[0117] In this case, the step (S200) of determining
whether or not the inserted memory card and the content
wallet device have been connected to each other may
be a step of confirming whether or not the memory card
and the content wallet device have been electrically con-
nected to each other due to a physical change.

[0118] In a case where the memory card and the con-
tent wallet device have not been electrically connected
to each other, the system using a content wallet device
does not perform a procedure of transmitting the content
to the user terminal device.

[0119] On the other hand, when the memory card and
the content wallet device have been electrically connect-
ed to each other, the step (S300) of transmitting the signal
for blocking the network from the content wallet device
to the user terminal device may be performed.

[0120] The step (S300) of transmitting a signal for
blocking a network from the content wallet device to the
user terminal device may be a step of transmitting the
signal for blocking the network, which is an external com-
munication network used by the user terminal device for
communication with other electronic devices.

[0121] When the signal for blocking the network is nor-
mally transmitted to the user terminal device, it may be
selected by a user’s manipulation whether or not to block
the network.

[0122] The step (S400) of determining whether or not
the network of the user terminal device has been blocked
may be a step of determining whether or not the network
of the user terminal device has been normally blocked
when the blocking of the network is selected by the user’s
manipulation.

[0123] When the network of the user terminal device
has not been normally blocked, the system using a con-
tent wallet device may return to the step (S200) of deter-
mining whether or not the inserted memory card and the
content wallet device have been connected to each other
to determine whether or not the inserted memory card
and the content wallet device have been connected to
each other.

[0124] Onthe otherhand, whenthe network of the user
terminal device has been normally blocked, the step
(S500) of transmitting encryption data from the content
wallet device to the user terminal device may be per-
formed.

[0125] In this case, the encryption data may be data
including a user ID and a randomly generated password.
[0126] The step (S500) of transmitting encryption data
from the content wallet device to the user terminal device
may be a step of randomly generating a password and
transmitting the randomly generated password to the us-
er terminal device by the encryption unit included in the
content wallet device when the memory card and the
content wallet device are normally connected to each
other.

[0127] Inthis case, the user ID as well as the randomly
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generated password may be transmitted to the user ter-
minal device.

[0128] When the randomly generated password is
transmitted to the user terminal device as described
above, the step (S600) of confirming whether or not the
randomly generated passwords between the content
wallet device and the user terminal device coincide with
each other may be performed.

[0129] In the step (S600) of confirming whether or not
the randomly generated passwords between the content
wallet device and the user terminal device coincide with
each other, when the randomly generated password
transmitted to the user terminal device is input to the user
terminal device by a user’s manipulation, the input pass-
word is transmitted to the content wallet device, and the
transmitted password is matched with the randomly gen-
erated password in the content wallet device.

[0130] When the matched passwords do not coincide
with each other, the step (S200) of determining whether
or not the inserted memory card and the content wallet
device have been connected to each other may be per-
formed, and the previously randomly generated pass-
word may be initialized and another password may be
randomly generated while an electrical connection be-
tween the memory card and the content wallet device is
newly made.

[0131] On the other hand, when the matched pass-
words coincide with each other, the step (S700) of en-
crypting the content by the content wallet device and
transmitting the encrypted content from the content wallet
device to the user terminal device may be performed.
[0132] The step (S700) of encrypting the content by
the content wallet device and transmitting the encrypted
contentfrom the content wallet device to the user terminal
device may be a step of transmitting the encrypted con-
tent together with a decryption key capable of decrypting
the encrypted content so that another user to which an
original author of the content is to transmit the content
and a user who normally purchases the content may use
the content, simultaneously with encrypting the content
stored in the memory card.

[0133] In this case, the encrypted content may be
transmitted in a state in which an identification code
unique to the user is inserted into the encrypted content,
in order to identify the original author of the content.
[0134] FIG. 8 is a diagram for describing a system us-
ing a content wallet device according to another embod-
iment of the present disclosure.

[0135] Referring to FIG. 8, the system 10 using a con-
tent wallet device may directly transmit contents between
users who own user terminal devices 200, 200-1, 200-2,
200-3, 200-4, and 200-5 for free or for a fee, but the user
may easily receive desired contents by using contentwal-
let devices 100, 100-1, 100-2, 100-3, 100-4, and 100-5
for a plurality of user terminal devices 200, 200-1, 200-2,
200-3, 200-4, and 200-5.

[0136] In this case, when any one of the plurality of
user terminal devices 200, 200-1, 200-2, 200-3, 200-4,
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and 200-5 performs user authentication through the con-
tent wallet device 100 and then transmits an encrypted
content to a network, the network may provide a preview
or related information of the encrypted content.

[0137] Then, in a case where a plurality of users view
the preview or the related information of the encrypted
content through their own user terminal devices 200-1,
200-2, 200-3, 200-4, and 200-5 and want to purchase
the encrypted content, the plurality of users make pay-
ment for the encrypted content, and when the payment
is completely made, an original author who owns the en-
crypted content may transmit the encrypted content and
a decryption key together to the other user terminal de-
vices 200-1, 200-2, 200-3, 200-4, and 200-5.

[0138] Here, purchase histories, transmission histo-
ries, and the like, between the user terminal devices 200,
200-1, 200-2, 200-3, 200-4, and 200-5 that use the con-
tent wallet devices 100, 100-1, 100-2, 100-3, 100-4, and
100-5 may be performed and stored by a distributed ledg-
er.

[0139] The distributed ledger may be based on a gen-
erally used blockchain, and all the exchange histories of
the content using the content wallet device 100 according
to the present disclosure may be stored by using the dis-
tributed ledger.

[0140] In addition, the distributed edger may store in-
formation on a user who creates the purchase history,
the transmission history, and the like, through a user ID
transmitted from each of the content wallet devices 100,
100-1, 100-2, 100-3, 100-4, and 100-5.

[0141] Inthis case, as described above, the used user
ID is a user authentication ID owned by the user of each
of the content wallet devices 100, 100-1, 100-2, 100-3,
100-4, and 100-5, that is, a decentralized ID (DID).
[0142] Accordingly, each of the users may view all his-
tories stored by the decentralized ledger, and it may be
easily known which users have made purchases, trans-
missions, and the like, such that transparent transactions
are possible.

[0143] Inaddition, the user may directly manage a user
authentication method in which the identity information
was managed by a central server by using the DID.
[0144] In other words, for example, when the content
stored in the memory card is a moving image, a decen-
tralized ID (DID) required for identity authentication of
the user may be transmitted from the user terminal device
200thatis to supply the movingimage to the user terminal
devices 200-1, 200-2, 200-3, 200-4, and 200-5 that are
to purchase the moving image.

[0145] Thereafter, when the user terminal devices
200-1, 200-2, 200-3, 200-4, and 200-5 that are to pur-
chase the moving image transmit identity authentication
values (SSls), such that identity authentication of users
is established, the moving image may be encrypted in
which it is not completely disclosed, and be transmitted
to the user terminal devices 200-1, 200-2, 200-3, 200-4,
and 200-5 that are to purchase the moving image togeth-
er with a decryption key.
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[0146] In this process, all of supply records of the user
terminal device 200 that has supplied the moving image,
purchase histories of the user terminal devices 200-1,
200-2, 200-3, 200-4, and 200-5 that are to purchase the
moving image, and the like, may be stored in distributed
ledger data by each of the user terminal devices 200-1,
200-2, 200-3, 200-4, and 200-5.

[0147] Although embodiments of the present disclo-
sure have been illustrated and described hereinabove,
the present disclosure is not limited to the above-men-
tioned specific embodiments, but may be variously mod-
ified by those skilled in the art to which the present dis-
closure pertains without departing from the scope and
spirit of the present disclosure as disclosed in the accom-
panying claims. These modifications should also be un-
derstood to fall within the scope of the presentdisclosure.

Claims

1. A content wallet device to which a storage device
storing a content is connected, comprising:

a communication unit for communication be-
tween the content wallet device and a user ter-
minal device;

an encryption unit generating encryption data
including a user ID and a password for authen-
tication between the content wallet device and
the user terminal device;

a switch unit controlling an electrical connection
between the storage device and the communi-
cation unit; and

a reset unit initializing the generated password
when the electrical connection between the stor-
age device and the communication unit is re-
leased by the switch unit.

2. The content wallet device of claim 1, wherein when
the storage device and the communication unit are
electrically connected to each other by the switch
unit, the encryption unit generates a first random
password,

when the electrical connection between the stor-
age device and the communication unit is re-
leased by the switch unit, the reset unit initializes
the first random password, and

when the storage device and the communication
unit are electrically connected to each other
again by the switch unit, the encryption unit gen-
erates a second random password.

3. The content wallet device of claim 1, wherein when
the storage device and the communication unit are
electrically connected to each other by the switch
unit, the communication unit transmits a signal for
blocking a network of the user terminal device to the

10

15

20

25

30

35

40

45

50

55

10

user terminal device.

The content wallet device of claim 3, wherein when
the network of the user terminal device is blocked,
the authentication is performed between the content
wallet device and the user terminal device through
the encryption data generated by the encryption unit.

The content wallet device of claim 1, wherein the
encryption unit encrypts the content and transmits
the encrypted content to the communication unit,
when the storage device and the communication unit
are electrically connected to each other by the switch
unit.

The content wallet device of claim 1, wherein
the encryption unit inserts an identification code
unique to a user into the content.

A system comprising a content wallet device and a
user terminal device,

wherein the content wallet device transmits en-
cryptiondataincluding auser ID and a password
to the userterminal device for authentication be-
tween the content wallet device and the user
terminal device, and

the user terminal device performs the authenti-
cation between the content wallet device and
the user terminal device when a password input
according to a user’s manipulation is matched
with the transmitted password.

The system of claim 7, wherein the content wallet
device randomly generates and transmits a pass-
word for the authentication whenever the authenti-
cation between the content wallet device and the us-
er terminal device is performed.

The system of claim 8, wherein

the content wallet device transmits a signal for
blocking a network of the user terminal device
to the user terminal device when a storage de-
vice and the contentwalletdevice are electrically
connected to each other, and

the user terminal device blocks the network
when a user's manipulation corresponding to
the transmitted signal is input.
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